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What we will talk about ...

* The Hacktivity 2019 Badge
* Bricking the Badge

* Reverse Engineering the PCB
* Arduino IDE on the ESP32
e Re-flashing the SAMD21
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The Hacktivity 2019 badge

* Distributed last year at Hackitivity 2019 conference

* Features
— Runs MicroPython

— Has connectivity over USB,
WiFi and IR

— Has an appstore

— 6 touch buttons

— 128x64 LCD screen

— 6 RGB LEDs

— IR transmitter and receiver
— Buzzer

— Battery or USB powered

— Designed to be hacked

* No detailed information available
on hardware and firmware
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The Hacktivity 2019 badge

IH

Pretty “powerful” device

ESP32-WROOM-32 module
— 32bit, dual core Xtensa CPU
— 4 Mb flash memory
— 520Kb SRAM
— WiFi/Bluetooth
— Digital, analog and PWM 1/0O pins
— Touch sensors
— Serial interfaces (UART, SPI, 12C etc.)
— Ultra low power mode
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The Hacktivity 2019 badge

* Powerful co-processor  |[SEEEEEES
e ATSAMD21G16B ‘ ‘
— ARM Cortex-M0+ CPU
— 64Kb flash memory
— 8Kb SRAM
— SWD interface
— USB interface
— Serial interfaces
— Digital, analog and PWM 1/0O pins
— Touch sensors
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Bricking the badge

* Trying to use the Arduino IDE

* Badge recognized as «Adafruit
Playground Express»

* Load the simple «blink» sketch

* Load successful, but the device
is bricked!

 The badge is «dead»
* The USB is no more recognized
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Bricking the badge

- w'w -
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* «Adafruit Playground Loy S S -
Express» b L
— Based on ATSAMD21G18A

— 256Kb flash memory (4x our
badge)

— 32Kb SRAM (4x our badge)
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Reversing the PCB

e Solder pin headers

mHACKTIVITY
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Reversing the PCB

* Find pin headers connections

ACKTIVITY

-
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Reversing the PCB
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Reversing the PCB

Search info on the Internet
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Reversing the PCB

* Use Gimp to follow traces on 2 layers * --
PCB

® ¢ 00O - Reversing the PCB http://va.lerio — Pag.12



Reversing the PCB

W {32 e

«5" 3 A7)
2 a j11) oo
] 3 = 4
& gi: gi - '
&5 R
DOW EX] ENTER LE]

® ¢ 00O - Reversing the PCB

http://va.lerio — Pag. 13



Reversing the PCB

*image-Layout.xct- 1.0 (Colore RGS interi a 8 bit gamma, GIMP bulit-in sRGB, 2 livelll) 1018x761 - GIMP
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Reversmg the PCB

*image-Layout.xcf- 1.0 (Colore RGB interi a 8 bit gamma, GIMP bulit-in sRGS, 2 livelli) 1018x751 -

GIMP
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Reversmg the PCB

*image-Layout.xcf-1.0 (Colore RGB interi a 8 bit gamma, GIMP built-in SRGB, 2 livell) 1018x751 ~ GIMP

ooooo
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Reversing the PCB
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XIN/GCLKIDO/TCSWOO/SERCONAR2/SERCON2P2/PALS. -ﬁ- Sw2 ol
o 25 SRR A
GELKIO3/TC2901 /SERCON3PA/SERCOMIPL/X5/PAt7 |28
ACCHPO/TC z
ACCHPA/TCSWOL —
GELKIDA/TC 2
GELKIDS/TCTWOL, i
6CLKIS,/TCHDD,/SERC -
GCLKIOT/TCAND1/SERCOMSPL/SERCONIPL/X11/PA23 ;;
Teswo, =
eLioo/paz7 (32 ESP!
GCLXID0/PA28 ESP
3 6CLKIO/SWELK/TCLWO0/SERCONIP2/PA30 b=
sse 2 SWDID/TC1WOL/SERCOMIPI/PASL (48
EE| o SAHD21G15A-MU +3v3
1 ESP32-WROOM
< _Q"’q 2
] o T T3
33v ¢ SW_Push = 7
1023
2 1022
° . . . . 3 g’v‘a o0
se a similar projects as hin oS =
-3 SENSOR_VN e [32
"‘5‘ 1034 1019
jorrm [t 1018 PHOTO ‘}j‘l J““l ‘Q@"!‘l
9] 1033 105 (-2 Aoz A<
T e 1017 8% =
—it 11026 tos6 [ 2 & @
—124 j027 el 2 [
13| 014 100 25 ESPBL] 2| [2 T &
Lo 2'”'::: * &l & LED ARG LEDARGB  LED_ARGE
o 2538282838y

® ¢ 00O - Reversing the PCB http://va.lerio - Pag.17



Reversing the PCB

Use SOCs data sheets as hint

Pin

- oo~NOOOsE:W

Cc

SAMD21G I/O Pin SERCOM

33

34

PA24

SERCOM3/
PAD[2)

pa2s SERCOM3/

PAD[3]

g
a

= PB02
PA30

D

SERCOM-
ALT

SERCOMS/
PAD[2)

SERCOMS/
PAD[3]

PB23
PB22

E

TC/TCC

TC5/WOI[0]

TC5/WO[1]

VvDDIO
GND

PA25 USB DM
PA24 USB DP

TCC

TCC1/

TCC/

woz  USBOP
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Reversing the PCB

* Confirm connection with a multimeter
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Pin headers — J9

— J9 (12C Bus)
130 o name [ espsz | savozi
1 VCC

2 SCL 36 -1022 14 - PAO9S
3 SDA 37-1023 13 — PAO8
4 GND

o ,
//(/ "A‘.
/Y,/. / N
25 N
/;\" N
23

TOP VIEW

® ¢ 00O - Reversing the PCB http://va.lerio — Pag. 20



Pin headers —J10

S J10 (to ESP32)

23-1015

33-1021 11 22-108
31-1021 12 21-107
30-1018 13 20-106

2

3

4
X 5 29-1015 14 19-1011
IS 6 28-1017 15 18-1010

7

8

9

27-1016 16 17-109
26-104 17 VCC

TOP VIEW

24-102
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Pin headers —J11

JIBQ‘"

TOP VIEW

J11 (SAMD21
programming interface)

o A~ W N =

40 - nRST
46 - SWDIO
45 - SWCLK
GND

VCC

0000 -

Reversing the PCB

http://va.lerio — Pag.22



Pin headers —J12

TENS

TOP VIEW

® ¢ 00O - Reversing the PCB

2

J12 (to ESP32)

25—100
(B.LDR)

4-1036
5-1039
6—-1034
7-1035

8—-1032
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11

12

13

14

9-1033

11-1026

12 -1027

13-1014

14 -1012

16 -1013

VCC



Pin headers —J13

J13 (ESP32 serial
interface)

e Lo Lo

35(330Q) 2-RX
2 RX  34(330Q) 1-TX

3 GND
Jl&\

TOP VIEW
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SAMD?21 Switches

® ® 00O - Reversing the PCB http://va.lerio — Pag. 25



Serial Interface

35

ESP32 g

main processor q

ESP32 — SAMD?21

—AMA— ]13-2 RX
~AWW J13-1 TX

| | RX

X

SDA  _ SDA |
.SCL
>(

12C Interface
SAMD21

CO-processor

B.LDR

RST Light

DISPLAY
12C addr: 0x38
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SAMD?21 peripherals

CO-processor

RGB
Leds

Touch
Buttons
SAMD21
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Connect a TTL Serial Adapter
Use the jumper to enter Boot
Loader mode

Reset the board (unplug/replug)
Load the sketch

Remove the jumper

Reset the board (unplug/replug)

® @ @ @ O - Programming ESP32 with Arduino IDE
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Hello World with a LED
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Hello World with a LED

Serial Interface/

J13
J13- 1TX

35 | IX RX 12C addr: 0x30
. RX 1 TX ................................................... ;
. SDA . SDA | .
ESP32 YlscL  Toscl|y SAMD21
main processor , LEN co-processor
B.LDR
25 |« :
RST  B.LDR v
SW1  |Sw2
RST Light \ \
DISPLAY USB
12C addr: 0x38 | -
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Why re-flash the SAMD21

* | want to use the badge USB interface to program the
ESP32 with the Arduino IDE

— The SAMD21 have to read from USB serial interface and
write to the ESP32 serial interface and vice-versa

* | want to light the LEDs, attached to the SAMD21

e | want to use the touch buttons attached to the
SAMD21
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Re-flashing Hardware

* On the badge we have the SWD (Serial Wire Debug)
interface headers

& * We can use:
O B
;¢°:,»* — Segger J-Link Edu Mini, very good proprietary software

SEGGER J-Link EDU
Mini - JTAG/SWD
Debugger

$19.95
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Re-flashing Hardware

* On the badge we have the SWD (Serial Wire Debug)

interface headers
* We can use:

World chips

® @ @ @ o - Re-flashing the SAMD21 arm co-processor

— Segger J-Link Edu Mini, very good proprietary software
— Breakout boards with FT2232H and OpenOCD software

FT2232HL Development Board Learning Board FT2232H MINI FT4232H UM232H Dev
elopment Board Module USB to SPI Dual Serial Port

& # 4 & 5.0+ 9Reviews 16 orders

US $9.77 wssi050 5%
Instant discount: US $1.00 off per US $39.00 v

(R F LN YRR Get coupons

Additional 1% off (2 pieces or more)
2944 pieces available

Shipping: US $4.65
to Italy via AliExpress Standard Shipping ~

Estimated Delivery on 10/07 @

http://va.ler.io



Re-flashing Hardware
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We can use:
— Segger J-Link Edu Mini, very good proprietary software
— Breakout boards with FT2232H and OpenOCD software
— Bus Bluster (based on FT2232H) and OpenOCD software

On the badge we have the SWD (Serial Wire Debug)
interface headers

Project Summary

Name: Bus Blaster
Buy it: Get one for $34.95 at Seeed Studio

Status: Mature S 34 . 9 5

Manufacturing: Shipping

Forum: Bus Blaster Forum




Re-flashing Hardware

* On the badge we have the SWD (Serial Wire Debug)

interface headers

S\ * We can use:

o B

Z‘p‘ ON — Segger J-Link Edu Mini, very good proprietary software
4“9‘;&

Ji1l

— Breakout boards with FT2232H and OpenOCD software

— Bus Bluster (based on FT2232H) and OpenOCD software

— Bus Pirate

BUS PIRATE - V3.6A
Item no.: TOL-12942

€29.95 Qty: 1

Incl. VAT: €36.24 Instock EmEN

® @ @ @ o - Re-flashing the SAMD21 arm co-processor
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Atmel Studio

* Windows Only

[ ik - semetinubo (Adminatratce)
Fle SR View VisgX  ASE Pt BuM
c-ol3-Ac-und

Wie|s>up|eta:r

Detug  Took  Window  Help
SR - RN TRLEY - Debug Browses = »
| He % I§-, © oM, S| 0, ATSAMOZIGIEE T SWDenllink @30S

-RrCeBREwO-,

» mync gE B y <

AdvancedMode | ¥

[ ER RN T- L

P -

Quick Launch

Pcoflc o @ w-am| s

Vinclude <ateal_stat.h
Vinclude <d-iver_exams

canat int wydelay = 400;
int wycycle = 8;

Siint main(void)

MU, drivers and widdlewsre
init();

test n .
USAAT_8_exsmple();

LD oM */

io_ troa);
pPic_toggle_pin_level(010 8L);

* Aeplace with your application code */
while (1) {

/ Toggle L20 Pin

if (myeycte = 0) {

Search Sclusicn Explerer (Ciris: D =

\ I P P

ppic_set_pin_level(:t0 A, true); suwe
ppio_set pin_Level(otn o, false); // CRZEN
gpic_set pin_level(ito C, false); // AED
if (myeycle = 1)
gpic_set pin_Level(ito A,false); // Biuz
Output -
Show oupus from: el w ||
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Atmel Studio

 Windows Only
e Qver-bloated

[ Microsoft .NET Framework 4.5.1 Multi-Targeting Pack (ENU) Microsoft Corporation 26/08/2020 745MB 4550932
(8] Atmel LibUSBO Driver (x64) Atmel 26/08/2020 725KB  7.0125

(8 Microsoft .NET Framework 4.5.2 Multi-Targeting Pack Microsoft Corporation 26/08/2020 494 MB 4551209

a Microsoft System CLR Types for SQL Server 2014 Microsoft Corporation 26/08/2020 569 MB 12.0.2402.11
(8] Microsoft .NET Framework 4.5.1 Multi-Targeting Pack Microsoft Corporation 26/08/2020 493 MB  4.5.50932

[ Microsoft .NET Framework 4.5 Multi-Targeting Pack Microsoft Corporation 26/08/2020 418 MB 4550710
(8] Atmel Driver Files Atmel Corporation 26/08/2020 505MB 8139

(8] Microsoft .NET Framework 4.5.2 Multi-Targeting Pack (ENU) Microsoft Corporation 26/08/2020 744 MB 4551209

E Microsoft SQL Server 2014 Management Objects Microsoft Corporation 26/08/2020 24,7MB  12.0.2000.8
(8] Atmel WinUSB Atmel 26/08/2020 258MB  6.232

(] Microsoft .NET Framework 4.5.1 SDK Microsoft Corporation 26/08/2020 194 MB 4.5.51641
(8] Atmel Segger USB Drivers (501¢) Atmel 26/08/2020 190 MB 7.0417

bd Microsoft Visual Studio 2015 Shell (Isolated) Microsoft Corporation 26/08/2020 1,50 GB 14.0.23107.10
ﬁ Microsoft Visual C++ 2013 Redistributable (x86) - 12.0.21005 Microsoft Corporation 26/08/2020 12.0.21005.1
ﬁ Microsoft Visual C++ 2013 Redistributable (x64) - 12.0.21005 Microsoft Corporation 26/08/2020 12.0.21005.1
Y Atmel Studio 7.0 Atmel 26/08/2020 412 GB  7.0.2397 !

® @ @ @ o - Re-flashing the SAMD21 arm co-processor
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Atmel Studio

¢ Wi n d OWS O n Iy Atmel | START arsa What's New | Help

PINMUX CONFIGURATOR @

e (QOver-bloated

Pin Board Show labels +) Zoom Ir Zoom out Auto fit
Mode SW co.
# Pad User labe Header Label

. PORT

* GUI for everything | ~- - :
.

4 PAOS PIN_SCL Digitala.. P4

15 PAID DISP_RESET Digital o PNs

16 PAIL ISP _BL Digitalo.. P16

21 PA12 LED_A Digilo.. P21

25 PAIE LED B Digital o. Pr25

26 PA17 LED_C Digital o. P26

27 PAIS LED D Digitalo..  P/27

28 PA19 LED_E Digital o P/28

23 PA20 LED F Digital o. P/29

30 PA21 LED G Digitalo.  P/30

2 A 1 1
P e User labet nitial level: Low
Pin mode: Digital output

Tip: Use ctrl or shiftto select more than one
pin.
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Atmel Studio

Solution Explorer v ax
coR|o-am|p=|aE

. Wi n d OWS O n Iy Search Solution Explorer (Ctrl+&) £-

Solution 'myBlink’ (1 project) -
4 | myBlink
=4 Dependencies
* Over-bloated oo
b .3 Libraries
>[4 Config
o 4 [ Device_Startup
* GUI for everything garein
[ samd21g16b_sram.ld
© startup_samd2l.c

* Over-bloated ASF s

4 [ hal
b [d documentation
framework b
4 [ src
€| hal_atomic.c
© hal_delay.c
| hal_gpio.c
¢ hal_init.c
¢ halio.c
€ hal_sleep.c
¢ hal_usart_sync.c
b [ utils
4 [ hpl
b [ core
b [ dmac
b [ gclk
b 4 pm
b [ port

e
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Atmel Studio

 Windows Only
* Over-bloated
* GUI for everything

e Qver-bloated ASF
framework

 GUI allows illegal
configurations

E=E0

CLOCK CONFIGURATOR @
¥) Zoom in Zoomout 3¢ Reset
OSCILLATORS SOURCES @
External Crystal Oscillator 0.4-32MHz v Generic clock generator 0 wu
o
8 MHz
32kHz External Crystal Oscillator )
|CI I BMHz o COMPONENTS @
0O Generic clock generator 1 USART 0
| (0) 32kHz High Accuracy Internal Osclllator I J——
» = =» Slow 400 kHz
— —— | O Generic clock generator 2 l Q
(OSCEM)
a 0O Generic clockgenerator3 | _________|
8 MHz
I (O Doigital Frequency Locked Loop ‘ | (O  Generic clock generator 4 ]
I (O Fractional Digital Phase Locked Loop ‘ | [0  Generic clock generator 5 l
32z Uira ur m mw Oscilater | C] Generic clock generator 6 |
e Q Generic clock generator 7 |

| @]
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Atmel Studio

 Windows Only

CLOCK CONFIGURATOR

* Over-bloated

OSCILLATORS
IO External Crystal Oscillator 0.4-32MHz I

* GUI for everything

e Qver-bloated ASF
framework

|C| 32kHz External Crystal Oscillator I

E=E0

| (0) 32kHz High Accuracy Internal Osclllator I

8MHz Internal Oscillator
(oscam)

8 MHz a

I (O Doigital Frequency Locked Loop ‘

¢ G U I a | |OWS i | |ega | ID Fractional Digital Phase Locked Loop ‘

32uM2 Utra Low Power internal Oscilater

configurations [T ==

* Complex clocks
configuration

SOURCES

Reset clock settings @

o &

ore
» = =» Slow ke

8 MHz
hod COMPONENTS &
| Core 8 MKz
40

USART O

Generic clock generator 0
8 MHz

| (O  Generic clock generator 1
| O Generic clock generator 2
| 0O Generic clock generator 3
| (O  Generic clock generator 4
| [0  Generic clock generator 5
| [0  Generic clock generator &
Generic clock generator 7

| @]
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Atmel Studio

* Visual Studio is a good

and pleasant GUlseeeoee

1T =N G-, UNSSE, &,

i bE RERER
H

® @ @ @ o - Re-flashing the SAMD21 arm co-processor
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Atmel Studio

e Visual Studio is a good
and pleasant GUI

* Good integration with J-

Link probe to flash the
device

® @ @ @ o - Re-flashing the SAMD21 arm co-processor

rJ-Uv* (801023352) - Device Programming s
Tool Device Interface Dence ssgnature Target Voltage
Jlink w| ATSAMD21GI6E ~ |SWD = |Apply  0«20011523 Read 33V | Read |gg|
Interface settings Device
Yool information |Erase Chp *  Erase now
Device information Flash (66 KB) —
Memories D\users\dugampd\ Documents\Atmel Stuco\7. 0\myBlink\myBlink\Dedug\myBlink elf v \;l
Fuses ¥ Erase Flash before programeming L == J
Security v A
Advances Program selected file to device |
User Page (256 bytes)
¥ Erase User Page before programmng j
v Advanced
Erasing device—. OK
Programening Flash...OK
Verifying Flash...OK
B Verifying Flash_OK
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Atmel Studio

T G Vew  Vheeit AF Pt R Dvbeg e e ey

e Visual Studio is a good ot T e ua o BT S e iBsemeus
and pleasant GUI S

* Good integration with J- :
Link probe to flash the
device

e Easy debugging interface -
using the J-Link probe
and GDB
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Hello World with Atmel Studio

< main v -2 int mainfvoid)

mainc # X

while (1) {
// Toggle LED Pin

«

(mycycle == @) {

e Confirm LED position with
a «Hello World» program i pita i, 1 o

}

if (mycycle == 1) {
gpio_set_pin_level(LED_A,false); // BLUE
gpio_set_pin_level(LED_8,true); // GREEN
gpio_set_pin_level(LED_C,false); // RED

}

if (mycycle == 2) {
gpio_set_pin_level(LED_A,false); // BLUE
gpio_set_pin_level(LED_8,false); // GREEN
gpio_set_pin_level(LED_C,true); // RED

}

mycycle++;

if (mycycle > 2) {mycycle = 0;}
delay_ms(mydelay);

gpio_toggle_pin_level(LED_F); // from @ to 1 LED DS off
delay_ms(mydelay);

gpio_toggle_pin_level(LED D); // from @ to 1 LED D1 off
delay ms(mydelay);

gpio_toggle_pin_level(LED_H); // from @ to 1 LED D6 off
delay ms(mydelay);

grio_toggle_pin_level(LED_I); // from @ to 1 LED D3 off
delay_ms(mydelay);

goio_toggle_pin_level(LED_E); // from @ to 1 LED D7 off
delay_ms(mydelay);

goio_toggle_pin_level(LED_G); // from @ to 1 LED D4 off
delay_ms(mydelay);

USART_@_example();

Mm%
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Hello World with Atmel Studio

e Confirm LED position with
a « » program
Merry Christmas
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Hello World with Atmel Studio
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Working with Atmel Studio

* Spent few weeks trying to program a USB serial to ESP32 serial
bridge
e Difficult to find mix and merge available examples

* Writing something from scratch seems impossible without
studying the 1000+ pages SAMD21 data sheet and the 500+
pages Atmel Studio manual!

 The "Atmel Studio” way is the opposite of the "Arduino way”

e Restart searching on Internet how to bring our SAMD21 in the
Arduino IDE platform
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The Arduino Way

A lot of beginners approaching electronics for the
first time think that they have to learn how to build
everything from scratch. This is a waste of energy:
what you want is to be able to confirm that
something’s working very quickly so that you can
motivate yourself to take the next step.

Massimo Banzi
co-founder of Arduino
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SAMD?21 Arduino IDE

+ On GitHub the SAMD21G16 R e—
was already ported tO & badgeteam / disobey-2019-samd-firmware
Ard u i NoO I D E <> Code () Issues 11 Pull requests (*) Actions [ Projects

Pull requests Issues Marketpla

¥ master ~ ¥ 1branch © 0tags

‘ renzenicolai Removed self-destruct

W 16.a8 Removed self-destruct
I bootloader Removed self-destruct
W firmware Removed self-destruct
[ LICENSE Removed self-destruct
(Y README.md Removed self-destruct

@rduino-board-supponD Removed self-destruct
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SAMD?21 Arduino IDE

+ On GitHub the SAMD21G16 (A

was already ported to B
Ard u i n O I D E <> Code (0) Issues 11 Pull requests (*) Actions [} Projects

Pull requests Issues Marketpla

* The project has the 1 master ~ P 1branch © Otags
firmware for the “Disobey
2019” badge, very similar to

‘ renzenicolai Removed self-destruct

W 16.a8 Removed self-destruct
O u r b a d ge I bootloader Removed self-destruct
W firmware Removed self-destruct
[ LICENSE Removed self-destruct
(Y README.md Removed self-destruct
[ arduino-board-support.zip Removed self-destruct
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SAMD?21 Arduino IDE

Pull requests Issues Marketplace xplore

* On GitHub the SAMD21G16 + o s TS
was already ported to R
Ar d U|n O IDE <> Code Il Pull requests ») Actions  ['] Projects [) Wiki ) Security

 The project has the
firmware for the “Disobey
2019” badge, very similar to

P master ~ disobey-badge-2019 / hardware /

This branch is 1 commit ahead of disobeyfi:master.

£J Zokol Updated BOM and fimware

our badge — e

* Related repository with - —
b a d ge d et a i I S, i NC I u d i N g [) disobey2019_badge_final_layout_back.pdf Initial commit
[ disobey2019_badge_final_layout_front.pdf Initial commit

S C h e m a t i C S @2019,bodge_fhal.schema@ Initial commit

® @ o o o - Re-flashing the SAMD21 arm co-processor http://va.lerio — Pag.52



USB Serial to ESP2 serial bridge

* Inthe Arduino IDE the USB

Serial to ESP32 serial bridge :”“”e vold update_seriall)
is only 10 lines of code! ) while (Serial.available()) {
Seriall.write(Serial.read());
}

278 while (Seriall.available()) {
‘ Serial.write(Seriall.read());

}
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USB Serial to ESP2 serial bridge

* |nthe Arduino IDE the USB
Serial to ESP2 serial bridge is
only 10 lines of code!

 Write the bootloader to the
SAMD21 using Atmel Studio

J-Link (801023352) - Device Programming Lo
Teol Device Interface Device signature Target Voltage
Jlink | ATSAMD21GI6B ~ [SWD | Apply| 00011523 Read| 33V [Read| (33 (D
Interface settings Device ) )
Tool information |Erase Chip ~ || Erase now |
Device information Flash (66 KB)
Memories Di\users\digiampi\Downloads\D21bootioader.bin
T |¥] Erase Flash before programming ( — I x Verity| I -
Security v Advanced
User Page (256 bytes)
[¥] Erase User Page before programming e
Read.
v Advanced
Erasing device... OK
Programming Flash...OK
Verifying Flash...0K
@ Verifying Flash..OK

==
.
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USB Serial to ESP2 serial bridge

* |Inthe Arduino IDE the USB

Serial to ESP2 serial bridge is[®=

only 10 lines of code!

e \Write the bootloader to the
SAMD21 using Atmel Studio

e Compile the “firmware.ino”
and load to the SAMD21
using dfu-util

B Amministratore: Prompt dei comandi

u—util -D zTEMPx\arduin

version 81688

ed transfer size 64

from PC to DFU devi
|

done.
dfulDLE, status{®)

ing USB to switch back to

o_build

n DFU s

dfulD

ce

No error

runtimne

858512

tate 717

LE, statu

] 198
condition i

node
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USB Serial to ESP2 serial bridge

File Edit Sketch Tools Help

An error occurred while uploading the sketch

e \Write the bootloader to the
SAMD?21 using Atmel Studio T

ﬂdlﬂ"‘l:l‘.\?c"’)cij’i
\\tools-build

’)

Compile the “firmware.ino Hfi
and load to the SAMD?21
using dfu-util

\Arduinol5\\packages\\esp3

a-
\packages\\esp3 \\esp

duinolS\\packages\\esp32\\tools\\espto

Use the Arduino IDE with

ESP32: timeout! C————rT)
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USB Serial to ESP2 serial bridge

 The problem was that the serial bridge was not fast enough

inline void update_serial()

{
while (Serial.available()) {
Seriall.write(Serial.read());

}

27¢ while (Seriall.available()) {
27¢ Serial.write(Seriall.read());
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USB Serial to ESP2 serial bridge

 The problem was that the serial bridge was not fast enough

* Arduino IDE hides complexity, but can generate code that can

be very inefficient inline void update_serial()

{
while (Serial.available()) {
Seriall.write(Serial.read());

}

27¢ while (Seriall.available()) {
27¢ Serial.write(Seriall.read());
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USB Serial to ESP2 serial bridge

 The problem was that the serial bridge was not fast enough

* Arduino IDE hides complexity, but can generate code that can
be Ve ry ineffiCient // Define constants and variables for buffering incoming serial data. We're

// using a ring buffer (I think), in which head is the index of the location
// to which to write the next incoming character and tail is the index of the

[ J l // location from which to pemd.
|ncrease the Serlal #define SERIAL_BUFFER_SIZ
buffer in the SAMD21
- - - // Define constants and varipbles for buffering incoming serial data. We're
ArdUInO CO nflgu ratlon // using a ring buffer (I thlink), in which head is the index of the location

// to which to write the ne incoming character and tail is the index of the
// location from which to
#define SERIAL BUFFER_SIZ
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USB Serial to ESP2 serial bridge

 The problem was that the serial bridge was not fast enough

* Arduino IDE hides complexity, but can generated code that

can be ve ry |nEff|C|ent inline void my update serial()

while ((Serial.available() and Seriall.availableForWrite())

Increase the Se rlal or (Seriall.available() and Serial.availableForWrite())) {
buffer in the SAMD21 Tif (Seriatt.availablerorticize() > 0) {
. R R Seriall.write(Serial.read()):

Arduino configuration .
Rewrite the “serial if (Seriall.peek() >= 0) {

. ’” . if (Serial.availableForWrite() > 0) {
brldge fu nctlon to } Serial.write(Seriall.read()):
be non-blocking :
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Serial bridge Working!
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Conclusion

e Success in using Arduino IDE to program the ESP32 on
the badge

 Still to do: modifying an existing, SPI based, library do
drive our 12C display

 Something learned once more

— Don’t get stuck, move on with a different approach

— Partial info and similar product info can be very useful in any
reverse engineering project
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The End

Thank You
Question Time

Valerio Di Giampietro
http://va.ler.io
v@Iler.io
@valerio
youtube.com/makemehack
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